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FOREWORD

The proceedings of the First International Symposium on Explosive Detection Technology has been compiled
and edited for the purpose of providing a much needed collection of essential information and procedures for
the detection of explosives at airports and has been prepared for programn managers, scientists and engineers
employed in the area of civil aviation security. The deliberations at the symposium focused on further
development and improvement and future deployment of promising biological, chemical and physical explosive
detection systems (EDS) for luggage and personne] screening. An important goal of the symposium was to
facilitate technology transfer and to allow networking opportunities for organizations and individuals involved in

civil aviation security throughout the world.
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EXECUTIVE SUMMARY

This Proceedings contains papers presented at the First International Symposium on Explosive Detection
Technology held on November 13-15, 1991 at Atlantic City, New Jersey. These papers have been arranged in
various sections for convenience in accessing the relevant information. '

The papers in the General section address policy matters such as the existence and nature of the terrorist threat
to civil aviation and ways and means available to counter that threat. In particular, the paper by Vice Admiral
Robbins offers a proposed solution to this threat to global civil aviation. His proposal consists of adopting a
plan, approach, or strategy which will have a long-range goal, emnbedded in which are some short-range goals.
He strongly emphasizes the need to get a workable explosive detection sensor or system (EDS) into the field at
the earliest possible time,

The papers in the section on Nuclear Techniques describe the numerous methods used in this area of explosive
detection technology. The only fieldable nuclear-based system at the present time is the thermal neutron
analysis (TNA) EDS. This EDS is essentially a nitrogen detector. Other nuclear methods (e.g., pulsed fast
neutron analysis (PFNA)) can detect and measure the rations of carbon, nitrogen and oxygen in the explosive,
thereby achieving greater specificity. These techniques are, however, still at the developmental stage. Since
most of the nuclear techniques depend on a source of neutrons or other particles, a section on accelerators of
charged particles is also included. :

The section on X-ray and Gamma-ray Techniques describes some innovative approaches to screening of
luggage and personnel. These include dual energy, back-scatter, 3-dimensional, computed tomography, and
gamma resonance absorption. Developmental work using combinations of nuclear, X-rays and other techniques
is also presented in the next section. The fusion of nuclear (TNA, positron emission tomography (PET)) and
the different X-ray technologies appears to a have lot of promise.

The section on Testing and Field Experience includes a veri important paper on the testing protocol for bulk
detection. Other papers describe the practical issues faced by developers and the approaches they have adopted
to handle these issues when it was time to field an EDS at an airport.

The section on Electromagnetic Techniques includes a description of the methods of explosive detection using
the physica“ahenomena of nuclear magnetic resonance (NMR) and nuclear quadrupole resonance (NQR).
Whereas NMR depends on a constant o?plied magnetic field, NQR does not require the existence of such a
field, This imparts to the NQR method an advg:zge over the NMR method, since it not only simplifies the
system but the problem of erasure of magnetic media by the applied magnetic field is also eliminated.

The papers on vapor detection technology are grouped into three sections. The Vapor Detection: General
section includes papers dealing with the preprocessing of the vapor (extraction, preconcentration, t rtation
and ionization) before it is actually detected by a suitable detector. This is foilowed by a section on Mass and
Ton-mobility Spectroscopy. These two detection techniques appear to be the most favored for the accurate and
rapid detection of explosive vapors. Finally, the section on Gas Chromatography, which is a separation
technique, contains two papers. The first paper uses chemiluminescence and the second paper uses electron
capture for detection.

The section on Tagging has in it papers which describe the program to ta military plastic and sheet explosives,
the preparation and characterization of explosives contain a taggant, and the techniques for the detection of the
taggants,

The section on Biosensors describes the various biochemical techniques for the detection of explosives. It also
contains a paper on canines since the olfactory response in a dog is a biochemical phenomenon.

The section on Signal Processing and Simulation has papers describing the different approaches used for the
identification of a bomb in a suitcase. These include discriminant analysis, artificial neural systems, design
optimization and rerfonnance prediction. Computer simulation for the purpose of EDS performance
improvement is also discussed,

The section on Systems Integration contains papers which contribute to our understanding of the application of
the systems approach to the explosive detection problem.
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INTRODUCTION

Dr. Siraj M. Khan
FAA Technical Center
Atlantic City, NJ

The urgent and critical need to detect explosives in
airline passenger luggage was very clearly
demonstrated by the unfortunate and terrible incident
involving Pan Am Flight 103. As & result the FAA
has scaled up its efforts to prevent future events of
this type from occurring The First International
Sympusium on Explosive Detection Technology
which was held on November 13 - 15, 1991 at Sands
Hotel in Atlantic City, NJ was a step in that
direction. Its purpose was two-fold: first, to provide
a forum for the exchange of ideas, information and
technology among program mapagers, scientists and
engineers working in the area of civil aviation
security for U.S. and foreign government agencies,
defense  contractors, national and defense
laboratories, and the universities; and, second, to
determine the direction of research and development
in the critical arez of global civil aviation security.

The symposium was very well attended. A total of
430 civil aviation security experts from U.S. and
abroad participated (See Appendix A: List of
Attendees) and over 100 papers, most of them of &
technical nature, -were precented. The activities
consisted of oral, poster and informal discussion
sossions.  Arrangements ware clso made for break-
out sessions. A total of fifteen foreign governmeats
ircluding France, Germany and the UK and a large
number of U.S. government agencies such as FBI,
DOD and DOE were represented.  Technical papers
on various topics in detection technology were
presented &t the symposium by scientist and
engineers from nineteen universities, fourteen
national and defense iaboratories and equivalent
(L),rﬁmiuﬁons from Canada, France, Germuany and the

The highlights of the symposium included the
opening romarks by Harvey Safeer, Director, FAA
Technical Center; a bricfing on aviation securit
R&D at the Technical Center by Psul Polski,
Director, Aviation Security R&D Sarvice; the
keynote sddress by Vice-Admiral Clyde E. Robbias,
Director, Office of Intslligence an Security, u.s,
Dopartinent of Transportation; and the oanqust
speech by John Burt, Eaecutive Director of Systoms
Development, FAA.

The technical sessions at the symposium fell into five
general categories: (1) bulk detection (nuclear, x-ray
and electromagnetic techniques), 42 papers; (2) vapor
detection (gas chromatography, mass spectrometry
and ion-mobility spectroscopy), 35 papers; (3) testing
and field experience, 9 papers; (4) signal processing
and simulation, 6 papers; and (5) systems infegration,
8 papers.

This symposium also provided an opportunity to put
forth & proposal to embark on the following activities
in an attempt to enhance the art and science of civil
aviation security in particular and transportation
security in general:

1. organize a professional association of experts in
the field of transportation security;

2. publish a technical journal which will contain
refereed scientific and technical papers in the
area of transportation security; and

3. establish working groups and sub-groups on
various topics of interest to increase coordination
among the technical experts.

This proposal generated great interest among the
audience and some of them even came forward with
constructive and helpful suggestions.

The stated purpose of the symposium was clearly
met. This eveat (provided & singular opportunity for
technology transfer and networking among various
organizations and individuals who participated. The
speeches by Vice-Admiral Robbins and John Burt
provided the direction which the R&D should take in
this critical task, The message is clear and a lot
renuins to be done to ensure and maintain the safety
and security of internationsl aitline passengers..

A survey couducted near the end of the symposium
showed that the attendees liked the arrangements and
the presentations. A majority of those responding to
the questionnaire thought that the content, variety and
length of the preseniations was in the excelleat-to-
good category. An overwhelming majority (91%)
falt that the symposium met their expectations. Most




of the responses in the questionnaire contained
constauctive and useful comments which will be
utilized to mske the future symposia even better.
Jdverail, everyone was very satisfied with the
organization of the symposium and it was judged to
be a gieat success,

All the presenters were asked to submit their papers
for inclusion in these proceedings when they arrived
for the symposium. Despite an extension of several
weeks in the deadline only about S0 written papers
out of more than 100 papers presented at the
symposium were ceceived and these papers have been
re-arranged in various categories for ease in access
to information covered at the symposium. A few of
the presepters sent us only hard copies of the view-
graphs and these have not been included because a
decision was made early on to publish only written

papers.

A list of acronyms used in explosive detection
tochnology (Appendix B) is included to assist new
comers 1 this field. Appendix C contains a
bibliography of explosive d.tection technology which
constains a listin, of reports and other dc~unients
published since 1971 and available in the open
literature, This list was ~btained trom the Natioaal
Technical Information Service (NTIS). Finaily, an
author ndex is presented in Appendix D.




OPENING REMARKS

Harvey Safeer, Director
FAA Technical Center
Atlantic City International Airport, New Jersey

1 would like to take this opportunity to welcome you
to the First International Symposium on Explosive
Detection Techuology.

This symposium has attracted some of the finest
talent in the industry. Based on its success thus far,
we can safely say that we are going to start planning
our second symposium next Monday.

This symposium is the first of its kind. Other
symposia on explosives detection have directed
themselves to parts of the problem. This is the first
time we've brought people together from all over the
world, making this a truly international symposium.

We have more than 60 participants from foreign
countries, including 15 speakers from Canads,
France, Germany, and the United Kingdom. We also
have technical experts from the United States,
representing 19 universities, 15 national and defense
laboratories, and defense contractors, in addition to
the FAA.

Many of you may be aware that the federal
government is engaged in a massive effort aimed at
"technology transfer.” Taxpayers have invested
significant amounts of money in federal laboratories,
and this money in turn has been used to fund
contracts in the private sector, uaiversities, and other
government facilities.

1t is now the desire of the federal government to get
information that has been generated through these
expenditures of taxpayers’ funds back into the hands
of industry so that industry can benefit and we can
produce the products that we need. In particular,
what is needed in aviation is a safe, secure, and
efficient air transportation system. Sc this can be
viewed as part of our technology transfer effort,
We're bringing together the experts to talk to each
other about what’s happening in explosive detection.

In order to bring together as many people as possible,
you'll note that briefings have been rather short.
Fifteon minutes is allosted for each presenter. But we

will be publishing the proceedings, which will be
mads available to all of you. There will be enough
information at each of these presentations to vhet
your appetite so that you can go down your shopping
list and see who is doing something of interest to you
and something that you can benefit from. There
could be another company that has a complementary
technology, a university that is working on a process
or product that can feed into your needs, or contacts
that are important in sharing the technology.

This symposium is not accidental. It coincides with
the enhanced efforts of the Technical Center to
expand our program in aviation security research,
engineering, and development,

For those of you who have the time to come out and
visit our facility this week, you'll see that there is a
lot of conmstruction going on. We have two
laboratories under construction. One, which will be
involved in the air traffic control systems, will house
the computers for the next generation of air traffic
control. The other building is of more importance to
you because it will house our aviation security

‘research, engineering, and development effort.

We will be building a laboratory facility that will be .
available to all of you in industry, academia, and
other government agencies. Just as we share
facilities that are owned and operated by the Defense
Departmeat, our facility will become available for
use by other agencies and by the private sector.

We haven't configured fully the inside of that facility
because we are still talking to many of you about
ideas for how to best use this facility to complement,
rather than duplicate, what already exists,

If you have an opportunity to spesk with Paul Polski
during the course of these few days, either tell him
what your ideas are or make arrangements to get
back in touch with him.

It's almost, and I say almost, a clean slate. While
we have not yet configured the laboratories, they are




already designed. We have the space, and we know
which lab is going to have positive pressure control,
which lab will be reinforced so it can handle TNA
type devices, and which labs will be constructed
metal-free so that we can jook at devices that rely on
magnetic or electrical energy without interference.
The walls are up now, and we are looking for the
best use of the insides.

I bave some good news and some bad aews. The
bad news is that even though you wiil be sitting here
for your dinner, the dancing girls won’t be up here.
The good news is that you won't have to listen to me
again because we were advised this moraing that John
Burt, the FAA’s Executive Director for System
Development and my new boss, will be the keynote
speaker at our banquet. John has been on the road
and just got back into Washington yesterday. Paul
spoke to him and he called back this moming to say:
"It is important. I'll be there.”

So the bottom line is: We at the FAA are committed
to pursuing an sggressive research, engineering, and
development program. We fully understand that the
solution to our problem stands in advancing the state
of the art several orders of magnitude beyond what it
is today. We fully understand that many of you have
devices that have been developed which you believe
can do the job. We're going to make our facilities
and our program available to you to field test,
laboratory test - or whatever kind of test is
practical - those devices.

We are looking for technology breal.throughs, which
means we know there are going to be failures. We
are ready to expect failure, but, most importantly, we
are not ready to give up. Congress has given us the
resources, and we have a long-range plan which will
provide the guidelines for how we proceed. The
technology is out there. We must try to serve as a
catalyst to bring it together and truly make this
endeavor a partnership between government,
industry, and academia.

T wish you the best of luck in this symposium. I look
forward to hearing as many of the sessions as I can,
and I certainly look forward to reading the
proceedings.

Thank you for coming.




KICKOFF ADDRESS

Paul A. Polski
Director, Aviation Security
. Research and Development Service
FAA Technical Center
Atlantic City International Airport, New Jersey

1. WELCOME

I welcome all of you to this important symposium.

Looking at the audience this moming, I am truly
amazed with the diversity of disciplines, agencies,
and countries that are represented at the First
International Symposium on Explosive Detection
Technology.

There are people here from the medical professions.
For years, they have been using detection equipment
to examine the human anatomy, thus helping that
profession do its job better. There are people here
from quality control offices, who have been using
detection equipment to examine the inside of products
to ensure that they have been assembled correctly.
There are people here who have been using devices
to study the properties of coal and other materials.
There are others from a broad spectrum of industry
and government organizations concerned with
explosive detection technology.

I think diversity represents the key ingredient of a
good meeting. I know that a lot of productive
networking and interfacing will happen in the next
few days. This will surely help advance the state-of-
the-art in explosive detection technology.

In these brief "kickoff" remarks, I want to address
the following subjects relevant to explosive detection
technology: challenge, systems, community,
documentation, test and evaluation, the FAA's new
security laboratory, and symposium discipline.

2. CHALLENGE

As Director of Security Research and Development at
the FAA Technical Center, 1 have one of the most
chellenging, and indeed most rewarding, jobs in the
government.

Our Secretary of Transportation has told us that we

need to be more proactive in our approach to the
detection of explosives.  Unfortunately, in the
security business, we sometimes tend to be reactive;
problems happen and then we get out there to solve
them after the fact. Certainly, being proactive -
preparing ahead of time for the threat — has got
to be one of our major objectives.

The FAA Administrator is insistent upon getting
improved equipment into operation. This is also a
major thrust of various security groups, including the
victims of Pan Am 103. We have a tremendous
challenge here and we will meet it.

You are going to hear from John Burt [FAA
Executive Director for System Development] on
Thursday evening. I want to tell you that he is a
manager and a leader who has embodied quality,
acquisition improvement, and a better way of doing
business for the FAA and our great country. Iam
sure that you will find his remarks very stimulating.
He is going to help vs improve the standards and
speed of our progress.

3. SYSTEMS APPROACH

My boss, Harvey Safeer, has been a major guidance
and inspiration to me. He has aided me in
accomplishing the things I need to do and has helped
us to fight for the resources that we need.

Historically, in the systems approach to the explosive
detection business, we have looked primarily at the
probability of detection, which is paramount, and
secondarily at the probability of false alarm. We
have also been interested in the spread, or difference,
between these two probabilities.

In the last year or two, increasing emphasis has been
placed on other probabilities: probability that the
equipment will run day in and day out; probability
that it will run well; probability that it can be




supplied, maintained, and supported; probability that
it fits well in the airport environment; and probability
that it is affordable. Thus, we who work on this
very critical research need to seriously scrutinize not
only the probabilities of detection and false alarm, but
also of all other aspects of explosive detection
equipment. We must make sure that we are puiting
together sound systems that will work effectively in
an operational airport.

I'm challenged by our customers. They include the
flying public, the airlines, the airports, and others in
the FAA. They want to make sure that we spend our
money wisely. Our explosive detection equipment
absolutely has to be acceptable to the efficient
operation of the airlines and certainly to the
equipment operators.

So, in summary on this point, we must work together
to ensure the best use of existing resources so that we
will achieve even more effective explosive detection
systems as quickly as possible.

4. SECURITY COMMUNITY

Development of new technelogies in the defense
community has become a rontinized ritual. Every
couple of years, a new tank, ship, or plane is
developed to meet the increasing threat. That type of
acquisition in our country, and most countries for that
matter, tends to generate a lot of associations,
publications, and meetings. This understanding
results in organizations working together better. To
be candid, I don’t think we've come together that
well yet. We need to put aside nonmproductive
pursuits and get down to the real technical work at
hand,

This is one of the key reagons that we've established
a stronger independent test and evaluation program.
Through it, we can objectively assess just exactly
what are the best technologies to develop and deploy.

5. MULTIPLE TECHNOLOGIES

There is another good thing about getting together as
a community. Qur search for the Silver Bullet, i.e.,
u single machine that will find all major threat
explosives, is probably going to take some time.
Quite possibiy, the equipment that we have on the
street today, or nearly on the street, may best be put

together in a collective fashion. I'm talking about an
architectural approach that may involve two or three
or more technologies together. This is ultimately
going to be the near term answer to our explosive
detection solutions.

Our Congress, the National Academy of Sciences,
OTA, and others are indicating that we need a
combination of technologies to best satisfy detection
requirements in the near term. So here I see x-
ray, vapor, nuclear devices, and a number of other
technologies coming together. We need to expand
ourselves from a vertical orientation to one which
looks at what the industry next door has. I certainly
hope that in the next couple of days, we all will
benefit from looking at different combinations of
technologies to detect explosives.

6. DOCUMENTATION

My next point is that I think we need better
documentation. I’'m not a documentation freak. You
can overdo that. I came out of the Defense
Department and they do that fairly well over there.
But, in our field, I see a paucity of things in writing,
records, plans, and solid descriptions of the testing
and evaluation we do.

We put together, and some of you will be seeing it
soon, a program plan -- a real, good, solid, detailed
plan -- which details who we are, where we are,
where we are going, and how long we think it is
going io take to get there. It’s primarily a technology
book and a road map to achieve success using the
best we can get from our existing capabilities.

This program plan will help our six program
managers to better develop program management
plans, and to determine in what direction they will go
in their various disciplines. It will give us better
doctrine and protocols for test and evaluation. We
need that documentation very badly, and we're
working very quickly to develop it.

7. TEST AND EVALUATION

I mentioned test and evaluation earlier. Let us take
a look at the Service that I run right now.




We have a Test Director, who is preciously
independent from the program managers. They need
to satisfy him in readying their projects for tests.
Our test approach is very objective: we ask all the
bad questions and tell the truth, which is exactly what
I want to see happen in my service.

8. SECURITY R&D LABORATORY

Harvey mentioned the security laboratory. One fear
that I have is that we will open the door and nobedy
will come. Therefore, we're putting together a
utilization plan for the laboratory. [invite all of you
on a "knock and enter” basis to come and use our
lzboratory, talk to us, and work with us.

What a tremendous facility it will be, This is the first
time that a building will be erected from the ground
up, solely for the purpose of research, development,
test, and evaluation on security. It certainly is going
to have a lot of utility.

Along that line, I would like to mention some other
areas that we need to be aware of: airport design,
human factors, training, integration of systems, and
aircraft hardening.

9. SYMPOSIUM DISCIPLINE

I want to mention something about the conduct of our
symposium. We are very concerned about the tight
schedule of our symposium. We could easily lose
control of this program if we don’t maintain a tight
schedule and good discipline. There are three
particular groups of participants that I need to address
these remarks to:  the briefers, the session
chairpersons, and those asking questions.

We took a hard look at how we wanted to run this
symposiumn and at what we wanted to achieve.
Certainly, we want a lot of good dialogue. We want
to increase awareness, and we want to see the
surfacing of new thoughts on detection technologies.
We hope to open up minds and get good back and
forth discussions to identify better ways of detecting
explosives.

But we also need good symposium discipline.
Primarily to the briefers: when your schedule says
fifteen minutes, please keep your delivery to fiftesn
minutes. Secondarily, to the chairpersons: 1 don’t

think we've set any flashing lights or anything, but I
need the chairpersons to take charge of their
segmeats, to be dynamic, and, if you have to, give
people the hook. Stand up, tumn off the mike, or
whatever, but I don’t want to see this conference
going on two or three hours into evening overtime.
This will disrupt people’s schedules and this really
hurts. But, most importantly, we all must watch the
time as we ask questions,

Maybe there is 2 hot question that you would like to
get some visibility for or articulate. If you can’t
because there’s no time, see that person later. We're
alt going to be here for the next three days. Get the
speaker’s card, talk to him or her, and work it that
way. I hope you all ask challenging questions, push
these people, try to find the optimum technology, and
discuss how we can put it all together.

In closing, 1 want to plug some other symposiums
that will be coming up next year. They are as
follows:

1) National Energetic Materials Workshop
® Golden Inn Hotel: Avalon, New Jjersey
® April 14-17, 1992

2) Internal DBlast & Aircraft Container
Hardening Workshop
® FAA Technical Ceater
® April 29-30, 1992

3) Industry Day
® FAA Technical Center
® June 1992

4) Physics & Engineering of Advanced
Detectors and Collection Focusing
Systems
@ San Diego, California
® July 19-24, 1992

5) Aircraft Hardening Symposium
® Atlantic City, New Jersey
® August 1992

6) Second Annual Symposium on Explosive
Detection Technology
® Atlantic City, New Jersey
@ November 1992 or 1993




7 Technical Symposium, OPTCON '92:
"Applications of Signal and Image
Processing in Explosive Detection Systems"
¢ Boston, Massachusetts
¢ November 15-20, 1992

1 intend to be here for the nex¢ three days, day and
nignt. I want you to come and ask me questions.
And if you don’t get an opportunity to do so, or you
think of something later, please give me a call.

At this time, I would like to thank you all for
attending, I am looking forward to a very fruitful
two and a half days work. Thank you.




KEYNOTE ADDRESS

Vice Admiral Clyde E. Robbins, Director
Office of Intelligence and Security
United States Department of Transportation
Washington, DC

Good morning. I'm delighted to be here. I'm always
a little reluctant to hand out my biography because it
is somewhat misleading. What it really says is that
I can’t hold a job.

1 have moved around a number of times. The
experiences I had in Alaska with the Exxon Valdez
were very educational, and then the earthquake that
followed led to an interesting sequence of events.

While I worked for six months at the Exxon Valdez
oil spill site as the on-scene coordinator, I had many
visitors, Some were repeaters, and one of those
repeaters was Vice President Dan Quayle. He was
up there twice, and I briefed him both times. Thea
we went out and looked at the shorelines, at the oil,
at the birds, and at one thing or another. I got to
know him a little bit and thought that he would
probably forget me rather quickly. In some ways, 1
was hoping he would because of what was going on
up there.

I went back to San Francisco in October. Ihad been
there about three weeks when the earthquake hit, and
I became the Federal Emergency Transportation
Coordinator, Of course, the Vice President came to
visit me again. We met again, and werc waiting for
Secretary Skinner to arrive when he took me aside.
He looked around to make sure there weren't any live
microphones and said, "Doesn’t anything good
happen where you are?”

I had been in this job for just over a moath whea
Saddam Hussein marched into Kuwait, so I do not
think good things happen where I am. Therefore, if
you want to leave now, it's OK. I understand.

After Saddam, I think things bave cooled down a bit,
and I am honored to be here today as your speaker.
This is a distinguished group, and it is one that is
extremely important, In many ways, you and your
colleagues hold my future in your hands.

Pan Am 103 has done a number of things, not only
for this nation, but for other nations as well. Perhaps
mosat importantly, it let us know how vulnerable we
all are. It brought a shocking revelation home to
many familiez in the United States — the world we
live in is pretty dangerous.

The location and magnitude of the disaster focused
the atteation of the world on terrorism as no other
eveat ever had.

Sometimes I think that when the United States finally
gets involved, things will begin to happen.
Otherwise, they don’t seem to. It's pretty easy to put
those events aside when they happen in a desert in
Africa, the Indian Ocean, or places like that.

But I stand here befors you today becauss of the
indiscriminate killing of people on Pan Am 103. My
office was formed as a result of the Pan Am 103
incident and the impact it has had on the international
transportation system. Thore was a perception, and
probably rightfully so, that the Department of
Transportation had not put emough emphasis on
security. The President, the Secretary, and tho
Congress know that it was lime for something to bo
doae.

I don’t think for a minute, and I hope that no one
else does, that when they appointed me to this job, I
would solve the problem of terrorism or eliminate the
threat to the transportation system. Merely assigning
new poople or new positions isn't going to make the
problem go away. If it was so easy, it would have
been done before.

Fortunately, strikes against the sirlines and other
transportation systems have been isolated events since
Pan Am 103. As a matter of fact, there have been
no attacks against U.S. nirlines since then. Only
incidents in ticket offices snd an occasional incident
in a parking lot have occurred. Folks, I'm hese to
tell you that isn’t going to last,




That ‘s the way I have to plar. I have to plan as if
this ix not going to last because the chances are that
I'm correct. 1 think we need to expect a terrorist
action any time, anywhere, and we must be prepared.

Terrorists have us at a great disadvantage. They can
sit back. They can watch. They can wait. And they
can do that very well. They can study our systems.
It doesn’t matter how confideatial or secret we make
them. They can find our weak spots and attack, or
they can develop new equipment that will thwart the
methods that we have in place.

Explosives are, of course, their weapon of choice at
this point. They can plant them, and they can be
gone, and that is what they want to be - goae.

They don’t want to be caught. They aren’t heroes.
They are criminals. I consider the development of
explosive detection devices [EDDs] crucial. It really
is urgeat. But if it is so urgent, why has progress
been so slow?

Before I try to answer that question, let me give you
a scenario that will, T hope, get EDDs into the fisld
faster.

I think & detection system has to be just that - &
system. It has to be a group of detectors. Some of
it may be equipment and some of it may be people,
but it has to be & system that we put together, We're
piaying catch-up ball, of course, but that is oot a
reason not to move,

I would not like to concentratis on the past other than
what we can leara from il. Rather, let us take the
time we have together to see if we can improve the
future.

1 know that the Department of Trarsportation and the
FAA are ready to listen. You are the experts. You
can help us solve the problem. | hope it will be the
kind of cooperative arrangement that was mentioned
carlier; we help you and you help us solve the
problem.

in terms of the development of EDDs and why they
are so urgent, | want to talk a little bit about our
shortcomings. I will keep it general because | am hot
sure how secure this fucility is and 1 would pot like
to publicize all of our weak spots. Nevertheless, |
have to tell you that the explosive detection
equipment that we bave out there today leaves a lot
10 be desired,

10

Now, that’s a blinding flash of the obvivus to most of
you. [ think that things like X-rays, as we have them
today, are very limited. Furthermore, some
operators aren’t very well trained.

I was recently in & foreign country and visited one of
the airports where there had been a problem. The
barriers around the airport were not very good, and
they were not keeping people out. There had been a
lot of construction, so there weren’t any good fences
and the patrolling was not very good. I had promised
that 1 would get over there in a couple of months to
look at it because they were working with rear ends
and elbows trying to get it fixed.

I went over there & few weeks ago and saw & vast
difference from what I had seen before. They had put
the fences back up, and they had more than tripled
the number of people responmsible for security. It
really looked good. 1 thought that this airport had
really gotten its act together.

The next day, I was getting ready to leave the city
and go to another one, aad |, like most of you, had
to wait in the airport. 1 don't know what you do
when you're in an airport, but I watch to see how the
security system looks from the passenger's
standpoint.

They had ail of the screening peoplu there, and they
had two areas where they were screening passengers.
There were onlv a few passengers, however. While
there wero a fow passengers dribbling in, you only
saw two or three screeners actually doing things.
The other three or four sorceners were xtanding
sround goofing off. They were telling stories, and
pretty soon all five o six of them were goofing off
and tolling stories.

As wo were going through the sereening point, 1 saw
a guy go through with a brivfease, et off the wlarm,
and keep right on walking. No one xaid a word to
him. They had a great physical sccusily systesm
completely short-circuited by inallentive screcnors
standing the watches.

Interestingly, that system got much hetter shortly
afier that when more passengers began to come
through. They opened both screcning puints and
divided the screeners in hall. There were half as
many screeners to goof off, und they suddenly got
interested in what they were doing and began doing
a pietty good job.




That is the kind of thing we are faced with., The
whole system must work if we are going to be
successful. What we’re trying to do isn’t really like
finding a needle in & haystack; it is more like finding
a needle in the Pacific Ocean because there is & large
volume of material and people that pass through
airline terminals that arew’t carrying bombs.

Let’s face it, if we had to rely on the current
state-of- the-art EDDs, I would not sleep very much.
What we have to rely on is & number of measures,
not the least of which is profiling, to protect the
transportation system from would-be bombers.

Perhaps, for just a second, I should talk about the
threat. [ would like to talk about the threat in the
right circumstances because 1 think everyone should
realize that there is a threat out there.

We haven't done a great deal to lower that threat.
Yes, perhaps it is a lot better than it was befors the
Gulf War because there hss been & lot of activity in
countries to take action against would-be terrorists.
State sponsors of terrorism are standing aside,
waiting to see what is going to happen in the world
situation. Unfortunately, terrorism is the voics of the
downtrodden, 5o we have to be prepared. [t could
happen, as | said enclier, at any tims. That is why |
think the development of EDDs is 50 important and
$0 urgeat.

The development of EDDs is a tough problem to dest
with. I don’t need to tell you that. In addition, we
haven't put much money into sccurity in past yesrs,
though we have increased it significantly in the last
two years. | am hoping that the 1993 bugget will be
very good for R&D siud, of course, that much of that
money goes to the FAA Technical Centor.

One of the things that we haven’t done very well is
let the industry know exactly what the future holds.
No ono is eager to spend money developing
equipment and concepts if they don't think that there
is any money there. Companies are not in business
as an ajtruistic adventure, as you well know. They
are in it for the money. If we don't provide the right
uimosphere for the development of the equipment and
the arrangements for gedting it in place -- and | hasten
to say that foreign countries have done beiter than we
have in this regard - then we can't expect too much
out of the industry worldwide.

n

Over the last year, I've seen that situation change to
some extent. The development of explosive detection
devic:s has become & growth industry. We probably
haven’t matched that growth with a clear signal as to
what is going to happen with that equipment. We
need to change that, and we will.

I think either Harvey or Paul said, “In this business,
there is no silver bullet.” You all know that. There
will not be one piece of equipment that we can put
into the fiald that will solve all of our problems.
That should b2 encouragement for everybody in the
field to work on equipment that they think will do
part of the job.

When I talk about a system, thea, T am talking about
a number of pieces of equipment. Again, we are
faced with s question: What criteria must the
components meet in order to be approved by the
FAA for use?

There are those among you who have said to me that
your equipment would be useful if FAA would unly
approve it. Airlines are saying that they are not
going to buy equipment until it is approved or until
the FAA signais what the future holds for them. The
FAA has been reluctant to approve equipment which
may be obsoleto next year or two years from now or

to approve oquipment that is caly partially successful.

So where are we going with this? I met receatly with
the victima of Pan Am 103. One of the points they
made was thet they felt my job is to get something
out into the ficld as quickly as possible, Whether it
works 100 percent, or maybe only 50 or 2§ percent,
it might be better than what we have today.

We don’t have to wsit fo; the perfect piece of
equinment. Admiral Gorshkov of the Russian Navy
once said thal "better® is the enemy of “good
coough,® and be was absolutely right. We have to
§¢t some oquipment out there and get it in operstion
soon. And we have to do it in & way that won’t
discoursge industry from coatinuing to develop beiter
oquipment. That's a tall order.

1 Zon't propose forcitig specific equipment on
sirlines. | want o leave them some flexibility. 1
know they are cager to get better equiptnent
themselves. The last thing that they want to have is
a bombing on oae of their aisplanes.

What | propose is that we bave a long-range goal.
Peshaps embedded in that are somie shori-range goals




that will help you do the job better. That kind of
approach led to the development of the airplane. Just
suppose the Wright Brothers waited until the plane
they built was big enough to fly across the Atlantic
before they undertook their first flight. We would
probably still be searching for something that would
fly.

We have to walk before we can run. We need to put
in place an approval process so that equipment, which
may not do everything for everybody, will be
significantly bettes than what we have right now.

Ay significantly better equipment is developed, we
must bave a syctem that can accept it without causing
a great economic impact. Phase in, Phase out.
Grandfathering. There are a oumber of ways we can
do that.

To lay out this scenario a little bit more carefully, we
will make an assumption. There is no silver bullet.
Thare is no one solution to security. Security then
will be based on performance standards. Flexibility
will have to prevail.

I will urge the FAA to set up a systom of approval
for specific pieces of equipment or procedures. Euch
sizline or airport could then uss different pieces of
equipment for its secunty system. Using the
performance standasds, the plans for using equipment
and procedures to meet standands would be submitted
to the FAA for approval.

Following the approval, the equipment would be
bought saxd installed. As expericnce was gained,
modifications to plans would be submitted to the
FAA for spprovel as well.

There are cortainly some downsides to such a flexible
approach. We would have what scme would describe
as & "hodgepodge” of equipment and methods at tho
airport that would oc difficult for the FAA w
moaitor.

But, to be successful, the FAA must have a flexible
spproach, snd 1 think they will. My discussions with
General Steele [FAA Assistant Adminisirator for
Civil Avistion Secunity) certainly indicaied that he
recognizes that,

1 am delighted that the Techaical Center and the FAA
are holding this symposium. | think it is a good first
step. 1 can't stress to you enough the importance of
finding a solutioa to this problem. 1 hope we ail
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come away with a better understanding of the
problem and at least a peek at the solution.

We can’t afford to fail. We must not succumb to the
criminal element that terrorizes the public in an
attempt to force us to submit to its terms. They are
criminals. They are not heroes. They are the scum
of the earth, and we need to truck thew: down and
bring them to justice in one way or another. President
Reagan stated it very well when he said, “They can
run, but they can’t hide.” I think most nations are
now pulling together to try to track down these
terrorists. If all nations get on board, solving the
tecrorism problem will be a lot easier.

In the meantime, developing detection equipment is
urgent. Let's work together, and I think we will find
the solution. Thank you very much.




ROLE OF ADVANCED TECHNGLOGY
IN THE SECURITY OF SURFACE TRANSPORTATION
Bernard B. Boubli

Head of Security
Eurotunnel

1. PREAMELE

First of all, let me set the stage. Privileged with the
honor of addressing this very learned assembly is a
man who was ensconced in the United Nations
system, wrapped in a dignified international civil

servant robe and quite content with the prudent

rthythm of progress of world affairs. For the past
two years I have been thrust into the roller-coaster of
the industrial arena, somewhat naked, but with the
same resolve to serve secu'ity in its broadest
confines. I have thus taken the piunge from 40.000
feet to somewhere around 100 feet below the sea bed
and much to my surpric and relief have found the
securiiy equation to be broadly the same in its basic
priaciples.

2. SECURITY -- THE UNINVITED GUEST

Like taxes and death, securily is unavoidable in any
transportation enterprise. It is often spoken of in the
awed tones usually reserved for religicus experiences
and natural disasters, and the question of its
implemeniation is a financial porcupine which bristles
with difficulties as socn as it is touched.

The measure of its success is when a few years down
the road, top management concludes that considerable
amounts of money have been spent needlessly as
nothing has happened after all.

Security costs money and has little to show for » It
intrudes and irritates by rearing its unwelcome head
at the least opportune moments bringing along the
need for that extra capital outlay, from a quester
often suspected of mild paranoia.

It is perceived as abusive, cutting across boundaries,
ruffling the neatly patterned feathers of well thought
out organizational charts, treading on sensitive
political toes and shamelessly trespassing.

All this is conventional wisdotn,
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In reality, security, like the medical discipline,
concerns itseif with prevention and protection of one
ard ali, calling upon the use of similar equipment
through diagnosis, prophylactic measures,
containment and healing. In the process it intrudes in
an otherwise perfectly happy life, censuring the petty
vices, meddling ir routine habits, and confining the
patients to unwelcome enforced patterns.

Not heeding medical advice entails personal risk,
Not heeding security advice entails collective risk.

This moderately long introduction was somewhat
subliminal in nature, as it conveyed to the sub-surface
the main components of this presentation, namely:

¢ The Threat Assessment

* The Regulatory Framework

¢ The Technological Dimension

"o The Human Factor

o The Financial Hurdles

Before embarking on brief dissertations on these
points, let me say how difficult it has been to write
anything down which would not fail within the realm
of plagiarism, in the light of the U.S. Office of
Technology Assessment (OTA) report "Technology
Against Terrorism: the Federal Effort". It is a
superb document which steals the thunder frem any
presentation and makes one wonder why he is here,
monopolizing the floor time so generously awarded
by the organizers of this symposium. I therefore
retreated to the iniernational arena, an arena I know
well. In spite of a few hidden skeletcas in closets,
one or two of which I was instrumental in
concealing, 1 still believe it is the avenue that will
ultimately lead to an enduring solution to the
problems at hand through international coopetation
which will foment the indispensable political will.




3. ROOTS OF THE EUROFEAN TERKRORIST
THREAT

Terrorism has ancient roots, with precedents in
written history going back at least to Ropun times
when religious and nationalist groups us>d directed
random acts of violence to opposs Roeman
domination. The OTA’s "Technology Agsinst
Terroriam® report notes that:

*There are, across the world, persisteat
conflicting political, social, and economic
cisims. Moreover, there will probably
always exist frustrated and unstable
individnals, delighted to devise an
ideological or theological excuse to commit
unconscionable acts.”

Unfortunately, Europe has a long history of being a
staging ground for such individuals.

The end of the cold war esst-west conflict will not
end or even reduce terrorism iz Burope. The
breakup of the Soviet Union and the end of its
domination over BEastern Europe is likely to make
terrorist acts even more dangerous and unpredictable.
Competing nationalist, ethnic, and religious groups
are likely to renew old sivalries,

These problems are not likely to remain in check
within the territorial borders controlled by competing
factions, but will almost certainly result in terrorist
acts in Europe and other parts of the world.

The movement of refugees from struggling Eastern
Buropean countries to more prosperous Western
European countries including Britain and France will
create stresses. There will be high unemployment
among the refugees until they can be settled, and
there are likely to be right-wing nationalist backlash
movements in those countries where the refugees
threaten to displace existing workers from their jobs.
The refuges movements across BEuropean national
boundaries will provide & cover for terrorists posing
a8 refugees,

3.1 The Nuclear Threat

Up to this point we have implicitly assumed that a
terrorist threat would be conventional explosives or
armaments. We cannot ignore a nucloer threat.
Grave dumage could be done without detonating a
nuclear weapon within the target. Successfully
positioning an artifact and holding the facility and
people in it hostage would give terrorists the means
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to force their will upon us. The threat of the release
or dispersal of radioactive materials including
radioactive medical isotopes or nuclear waste, is also
a threat which cannot be ignored.

How real is the nuclear threat? The "Technology
Against Terrorism” report chillingly states that:

"The spectre of nuclear terrorism, such as
the theft or detonation of & nuclear bomb,
the use of fissionable material or intensely
radioactive waste as a radioactive poison, or
the seizure or sabotage of nuclear facilities,
is seen by many experts as plausible and by
others as inevitable."

At this point, a thought comes to mind: even though
illicit narcotic substances do not create a hazard with
the same degree of immediacy as that of an
explosion, they nevertheless cause profound damage
to the very fabric of society and may be considered
as the ultimate, most sophisticated and enduring form
of terrorism ever devised.

3.2 Inadvertent Threats

Security must also taie into account inadvertent
threats to the security of an installation. Inadvertent
threats are those where the driver of a truck or other
vehicle may unbeknownst to him be carrying
substances which constitute a threat.

In many instances, th